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1.  Product Overview

1.1. Delivery items

Thank you very much for purchasing IP Lock. The product box includes the following items.
1. IP Lock writer : 1 piece
2. |IP Lock device : 3 pieces
3. USB A-B cable: 1 piece
4. CD ROM . 1 piece
- IP Lock Writer software (setup.exe)
- IP Lock core (ToplPLock.vhd, iplock.vhd)
- Example VHDL design source code (Counter.vhd, Counter32Bits.vhd)
- IP Lock Writer user’'s manual (IPLWR_UserManualx_x_E.pdf)

Note: License file is necessary to implement IP Lock core into the user’'s project file by using FPGA

tools (Vivado, ISE, or Quartus). The details to send the request for IP Lock license file are described in

topic “2.2 The license file”.

1.2. IP_Lock core specification

—_

128-bit AES encryption
2. Resource
Xilinx FPGA (Spartan-7 device) : 318 Slices,1 BRAM Tiles (36 Kb)
Intel FPGA (Cyclone10 LP device) 1221 LEs, 24,576 Memory bits
** Actual logic resource depends on the percentage of unrelated logic
3. Sampling period to check connection status between IP Lock device and IP Lock core:
Every 200 msec
4. Supported device list

Please download from https://dgway.com/products/IPLock/IPL-LIST.pdf.
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1.3. System Requirement for IP Lock core

1. Xilinx FPGA tool
a) ISE Design Suite for Spartan6, Virtex6 and the previous generation families
Please see more details about the system requirement for ISE tool from following link.

https://www.xilinx.com/products/design-tools/ise-design-suite.html

https://www.xilinx.com/products/design-tools/ise-design-suite/memory.html

b) Vivado Design Suite for Virtex7, Kintex7, Artix7, Zynq7000 and the newer families.
Please see more details about the system requirement for Vivado tool from following link.

https://www.xilinx.com/products/design-tools/vivado.html

https://www.xilinx.com/products/design-tools/vivado/memory.html

2. Intel FPGA tool: Quartus tool
Please check more details about the tools and the system requirement from following link.

https://www.intel.com/content/www/us/en/programmable/support/support-

resources/download/os-support.html

1.4. |P Lock caution

Please confirm the below information when using the IP Lock system.

1. Please write user’s ID to IP Lock device by IP Lock writer before usage. IP Lock in the product
box still not be programmed the user’s ID.

2. |IP Lock core and IP Lock writer must be used from the same product box. Each IP Lock writer
has the unique writer's ID. So, the stuffs from different product box cannot communicate
successfully.

3. Please check IP Lock device direction before mounting on the Writer and the PCB.

4. Support voltage range of IP Lock device: +1.8V, +2.5V or +3.3V.
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1.5. Warranty Policy

1. Product warranty is valid for 1 year from purchasing date.
2. Warranty will be void if the following conditions are found.
(a) Some modification has been made to this product.
(b) The product is operated incorrectly (not follow the instruction in this manual).

(c) The warranty sticker is torn or damaged.

1.6. Support

The support by email about IP Lock problem can be sent to iplock@design-gateway.com.

Otherwise, the request on our website is available by following link.

http://www.design-gateway.com/contact.html

Your personal information is restricted with high confidentiality.
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2. |IP Lock core

2.1. The core operation

Top module (on FPGA)

ENABLE DCO

_—
-

A
\)

Top IP Lock
SCOo (ToplPLock.vhd) DDO

-
-

User’s Logic

A
\J

Figure 2-1 IP Lock System
As shown in Figure 2-1, the IP Lock core has four signals for connecting to other modules, i.e. SCO,

DCO, DDO, and ENABLE. SCO is the system clock for running IP Lock core. The frequency range of

SCO is 1 — 25 MHz. The DCO and DDO are the external 1/0Os for connecting with IP Lock device. Both
signals are bi-directional signals. ENABLE signal is the output of IP Lock core for the user’s logic.
When the link communication between IP Lock core and IP Lock device is successfully created,
ENABLE signal will be asserted to ‘1’. Otherwise, ENABLE signal is de-asserted to ‘0’ (the

communication is failed).

Asynchronous Circuit

ENABLE signal ENABLE signal
(from ToplPLock) b a (to User's logic)

Y

Clock
Clk

|
|
|
|
I
User's Logic D Flip-Flops i
|
|
|
|
|

For clock-crossing signal, one or two DFFs are generally applied.

Figure 2-2 Recommended logic for using ENABLE signal
The user’s logic can use ENABLE signal to enable the internal operation by monitoring ENABLE to
be equal to ‘1. It's recommended for the user’s logic to add one or two DFFs before using ENABLE

signal to be the synchronous circuit, as shown in Figure 2-2.
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Top IP Lock (ToplPLock.vhd)
SCo
ENABLE -
USERKEY IP Lock core - DCO _
(User's ID) (iplock.vhd) -« >
> DDO
32 - >

Figure 2-3 Top level of IP Lock
ToplPLock (ToplPLock.vhd) is designed to be the wrapper file of IP Lock core (iplock.vhd) to show
the input/output signals of the core. USERKEY which is input signal to IP Lock core is the user’s ID
which must be set to the same value as the user’s ID within the IP Lock device which is set by the IP
Lock Writer software. If the user's ID on HDL logic does not match to the user’s ID on IP Lock device,

the ENABLE signal will be de-asserted to ‘0’

—-- IF Lock core
Component TopIPLock is
Port |

UIERKEY : in std logic wector (31 downto 0);
3C0 :in std logics

co t inout  std logic:

oo t inout  std logic:

EMAELE toout std logic

):
End Component TopIPLock;

-- User's Logic
Component Counter3ZBits Is
Fort |

SysClk :in std logic:
SysRstB :in std logic:
Enable rin std logic:
LED :oout std logic vector (3 downto 0)

Vs

End Component Counter3ZBits:

Constant Declareation

—— Tser's Eey
constant cUIERKEY t std logic_wector (31 downto O ) := x"00000000";

Signal Declareation

Signal rEnable ¢ ostd_logic;

Begin

Component Mapping

Figure 2-4 User’s ID in source code
In the example HDL code, USERKEY is assigned by 32 bit constant value, as shown in Figure 2-4.
To change the user’s ID, the user updates value in the HDL and then updates the same value to the IP

Lock device by using the Software.
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2.2. The license file

To implement the IP Lock core by using FPGA tool (ISE/Vivado for Xilinx device or Quartus for Intel

device), the user must send email to iplock@design-gateway.com for generating the IP Lock license

file. The information in Figure 2-5 must be sent to email for generating the license file. The user can

select to lock the license file by using Volume ID or Network ID.

NaME / COMPANY: ..ttt
IP Lock Serial Number: ...,
Volume / Network ID: ...
AGAIES S e

Figure 2-5 Information for register

Figure 2-6 shows the command to check Volume ID and Network ID by using Windows command

prompt. “getmac” is the command to check Network ID while “dir” is applied to check Volume ID.

[ C\Windows \system32\cmd.exe

[&] C:\Windows \system32\cmd.exe

lc:oair
voiume in drive C has no _lahel
Uolume Serdial Humber is 1153-FD2A
Directory of G:x

13-Nov-17 81:49 PH <DIR>

18—MNov—-16 R>
Volume ID

Ba—-1B-FC-D5—4C—4C “DevicesTcpip_<
MAH Hardware not pe

Figure 2-6 Volume Serial Number

After the user gets the license file from Design Gateway, the user must add the license file to the
tool license by using text editor. Assume that, “License.lic” is the license file of Xilinx tool (ISE or
Vivado) while “License.dat” is the license file of Intel tool (Quartus). Figure 2-7 shows the example to

add IP Lock license to Xilinx and Intel tool.
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Bl License.lic - Notepad
Fle Edit Format View Help

Intel

r dat - Notepad —1ol x|
File Edk Format View Heip
¢ QuartusTl license =

# Xilinx license

# start xXilinx license

# end Xilinx license

IPLock license

FEATURE ipdg_iplock_v2_0_0 xilinxd 1.0 permanent uncounted %
EDBOF1F02328 VENDOR_STRING=License_Type:Bought \
HOSTID=DISK_SERIAL_NUM ISSUER=Xilinx TS_OK

¥ start IPLock license

# End IPLock license

# Start Quartusll licerse

# End Quartusll license

il

# Start IPLock license:
[INCREMENT 7D50_0001 alterad 9999.12 per manent uncounted 3187BA09499F \,

VENDOR_STRING =")djigc 1884kNh s ZK420Pq w35 aZDI0ECGUKER
QMATDFQP4utvOGIZHpgBQHIQBESFYBWG [ZAQwUS J3vzBSCRYIES" \
HOSTID=DISK_SERIAL_NUM=8c27bacS SIGN="1416 E439 BF41 688C 9C3F |
DODS 4542 3998 CFS6 6728 0892 5985 B9A1 DESD E933 0910 C269 Y,
0260 C32F 0583 EGCR C962 CSOF 4812 CBOF 499C 2030 BOF7 5324\,
5240"

# End IPLock license

IPLock license =

BEWHOhC N QCSOLYIUBZEN1GR)MQOZC YE LusDCBNOXZ9 FFaZi

Figure 2-7 Add IP Lock license to the tool’s license
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2.3. The example VHDL design

The example VHDL code to use IP Lock core is included in the delivery item. The hardware block

diagram in the example design is shown in Figure 2-8.

Top module (Counter.vhd) |

LED
-t Top IP Lock
4 User's Logic (ToplPLock.vhd)
SysRstB _ | (Counter32bits.vhd) |  ENABLE DCO
SysClk f’ SCo IP Lock core | o
. | (IPLock.vhd) DDO
USERKEY | _| - >
(cUSERID) | ™

Figure 2-8 Example VHDL design block diagram

Counter.vhd is the top module which includes the example of user’s logic and the IP lock core. The

example of user’s logic is Counter32bits.vhd. The user’s logic uses ENABLE signal to be counter

enable to blink LED[0] and LED[1] signal. SysClk is applied to be clock input for user’s logic and IP

Lock core.

The example project to use IP Lock core (IPLock.vhd) in each FPGA tool is shown in Figure 2-9.

The IP Lock core is added to the project as the source like other HDL modules.

PROJECT MANAGER -wiva{ \/jvado Tool (Xilinx) |

Project Navigator | Quartus Tool (Intel) }hv ']=

S -~ Entity:Instance
ourees ToHEx Ay Arria 10: 10AX115R4F4013SG
Q X 2 + o 4 BB Counter ry
. Counter32Bits:u_Counter32Bits
v QeSIQH Sources (1 + BB TopPLocku_ToplPLOCK
v @& Counter(Behavioral) (Counter.vhd) (2 b PLock:u_IPLock
@ u_Counter32Bits : Counter32Bits(rtl) (Counter32Bits vhd
~ @ u_ToplPLOCK : ToplPLock(Behavioral) (ToplPLo (1 al m
|> @ u_IPLock: IPLock(Behavioral) (IPLockvhd) (1 I
Design w08 X%
G [ @ @}Wmmw] ISE Tool (Xilinx)
([5] | Hierarchy
EIEJ @ ise
— | & 3 xc3s50-5pq208
ob =) muun Counter - Behavioral (..\..\source\Counter.vhd)
. 'n u_Counter32Bits - Counter32Bits - rtl (..\..\source\Counter32Bits.vhd)
=l = '] u _TopIPLOCK - ToplPLock - Behavioral (.\.\source\ToplPLock.vhd)
@] | u_IPLock - IPLock - Behavioral (..\.\source\IPLock.vhd)

Figure 2-9 Example project for IP Lock core in each FPGA tool
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3. IP Lock Hardware

3.1. 1P Lock Device

IP Lock device is designed to communicate with the IP Lock core (implemented within FPGA) to

protect FPGA core. The connection between IP Lock device and IP Lock core must be online status. If

the communication link is lost, the IP Lock core will change the status of ENABLE signal to ‘0" to

disable the user’s logic inside the FPGA.

The hardware connections to use the IP lock device are shown in Figure 3-1 and Figure 3-2.

Voltage of IP Lock device and FPGA I/O Voltage for connecting to IP Lock device must be fed from the

same source. The supported voltages are +1.8V, +2.5V, and +3.3V.

(2) VCC for IP Lock device must be same as
the voltage for FPGA pin (DDO and DCQ)

T\?

|P Lock Device

1

2

3

(1) The external pull-up register of DDO and
DCO pins are not necessary when the FPGA
pins include the internal pull up_

VCC VCC

é 1Kohm g TKohm

)

< __>DD0

<__>DC0

Figure 3-1 IP Lock device connection when internal pull up is not included in FPGA pin

IP Lock User’'s Manual

PD0601-6-01-06E



DG 1 Lock

(1) No pull-up register of DDO and DCO pins N
—@ when the FPGA pins include the internal pull up L 2
Ve T by assigning in constraint file — VEC

IP Lock Device (1) FPGA yd
1 8 D00 ppo 49
2 7 50
5 & OCo DCOo 5
= 4 5 X—1%2
0.4uF X_x— ;?
*—i78
= = \ = Xx—179
S e E ¥—— 80

\ (2) Same voltage (1.8V, 2.5V, or 3.3V)
for FPGA pins and IP Lock device

Figure 3-2 IP Lock device connection when internal pull up is included in FPGA pin

The example constraint file to add pull up register for FPGA pin is shown in Figure 3-3. Three
examples are shown for three FPGA tools, i.e. ucf file for ISE tool (Xilinx), xdc file for Vivado tool (Xilinx),

and gsf file for Quartus tool (Intel).

ISE tool Vivado tool
(.ucf) (.xdc)
NET “DD0” PULLUP; set_property PULLUP TRUE [get_ports DDO];
NET “DCO” PULLUP; set_property PULLUP TRUE [get_ports DCO];

Quartus tool (.qsf)

set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DCO
set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DDO

Figure 3-3 Add pull up register to FPGA pin

Note: When the IP Lock core is implemented by Vivado tool, the user must set the additional
constraint file to ignore timing constraint for the internal signal of IP Lock core, as shown in Figure 3-4.
“u_IPLock” in the example is the component name of IP Lock core, set in ToplPLock.vhd. If the user
modifies the component name of IP Lock core within ToplPLock.vhd, the ignore path must be modified

to match the new component name.

| Compaonent name of IPLock which is assigned in ToplPLock.vhd |

set false path -from [get_pins @PL@ULAT*ID] -to ¥

Figure 3-4 Ignore path for Vivado tool

IP Lock User’'s Manual -10- PD0601-6-01-06E
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The IP Lock device packages and dimensions are shown in Figure 3-5 and Figure 3-6.

E
=
1
p
— 1
P b ;
—] 12
Bj n [ O 11
45 =" -
{ | |
! a2

——l
par

e | ot | A1—
Lnits INCHES* MILLIMETERS
Dimension Limits MIN ] HOM | MAX MIN ] NOM | MAX

Mumber of Pins n -] 2

Pitch p (050 1.27

Cvwarall Height A 053 061 (069 1.35 1.55 1.75
Molded Package Thickness A2 052 (056 061 1.32 1.42 1.56
Standoff & Al 004 007 010 0.10 0.18 0.25
Owerall Width E .228 237 244 5.79 6.02 6.20
WMolded Package Width E1 146 154 57 3.71 3.91 3.9
Owerall Length D 189 193 187 4.80 4.90 5.00
Chamfer Distance h 010 015 020 0.25 .33 0.51
Foot Length L 019 025 030 0.43 0.62 0.76
Foaot Angle [i] 0 4 a8 0 4 8
Lead Thickness C 008 008 010 0.20 0.23 0.25
Lead Widih B 013 .07 020 0.33 0.42 0.51
Iold Draft Angle Top i 0 12 15 0 12 15
Wold Draft Angle Bottorn B 0 12 15 0 12 15

* Controlling Parameter
§ Significant Characteristic

Figure 3-5 Package dimension of IP Lock device

—>| |<—o.050"rypica| Y
1 annn
0.050"
Typical

~+ BN
—>| |<— 0.030"

Typical
FOOTPRINT 8 Places

Figure 3-6 Footprint of IP Lock device (all dimensions are in inch unit)
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3.2. IP Lock Writer

The IP Lock writer is applied to program the user’'s ID to the IP Lock device by using IP Lock

software. The writer uses the power from USB cable, so it does not need to connect the external power

supply.

L&

I Wik |
it

(st Sl

P

Pin1 location

STATUS

Figure 3-7 IP Lock writer

To place IP Lock device into the socket of IP Lock writer, please follow Figure 3-7. Pin 1 of IP Lock

device must be placed at the same position as the status LED position.
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4. |P Lock Writer Software

4.1.

Software Installation

Please follow these steps to install the IP Lock Writer software.

1. Open CD from the package and select “setup.exe” to install the software.

fo e ]
{ n\‘“)v| . » IPLockWriter » - | 3 | ‘ Search IPLockWriter o) |
Organize + Open Share with - Mew folder = = [ @
<% Favorites Mame Date modified Type
PR Desktop | DotMetFx 6/5/2019 2:12 PP File folder
4 Downloads = 1 wveredist_x@6 6/5/2019 2:12 PM File folder
=] Recent Places @ DATAS.CAB 5/9/2019 4:18 PM WinRAR archive
ﬁ%‘ DataSetup.msi 5/9/2019 4:18 PM Windows Installe
i Libraries | ‘L) setup.exe 5/9/2019 4:18 PM Application
@ Documents
J’ Music
[ Pictures
E Videos —[ m b
I setup.exe Date created: 6/5/2019 2:12 PM
i""' 4 Application
Date modified: 5/9/2019 4:18 PM
Size: 475 KB

Figure 4-1 Setup IP Lock Writer Software

2. Click “Next” button to start Setup wizard, and then click “Next” button to setup the installation

folder.

1) PLockWriter 15 IPLockWriter

(ol @ [

1

The installer will guide you through the steps required to install IPLock\Writer on your computer.

=)o s
1
SR

Taoinstall in this folder, click “Next". To install to a different folder, enter it below or click "Browse".

Welcome to the IPLockWriter Setup Wizard Select Installation Folder

The installer will install IPLockWiter to the following folder.

Eolder:

IE:\F‘luglam Files (xB6)\D esignG ateway\IPLockWriter\,

Install IPLock¥riter for yourself, or for anyone who uses this computer:

Browse...

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any poition of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law. ® Everyone

) Justme

Cancel | [ c<Back || New> |

Figure 4-2 Setup installation folder
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3. Click “Next” button to confirm the installation. After the installation is finished, click “Close”

button to complete the setup. Finally, IP Lock Writer icon is appeared on the desktop.

15 IPLockWriter

Confirm Installation

The installer is ready to install IPLockWriter on your computer.
Click "Next" to start the installation.

14 PLockWriter

o=

=

Installation Complete

IPLockWriter has been successfully installed.

Click “Close" to exit.

—

[ Cancel

J {

< Back

I

Next> |

R~

=

2

Figure 4-3 Installation complete

[EJLOCK
L EN

After finishing the IP Lock Writer installation, the user can plug in the IP Lock Writer to the PC. Next,

the user needs to install the device driver of IP Lock Writer to the OS. The step to install the device

driver is described in the next topic.

IP Lock User’'s Manual
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Please follow these steps to install the device driver of IP Lock Writer.
1. Plug in USB A-B cable from IP Lock Writer to USB connector on PC.
2. Open Device Manager of PC and the new device named “IP LOCK WRITER Design Gateway”

is detected under “Other devices” category.

3. Right-Click at the device icon and then select “Update Driver Software...”.

File Acti.. View Help
e HEC0HE & @%b
@ Computer Management (Local| 4 2 PC Actions
4 |} System Tools > P Batteries E g l l s
b (® Task Scheduler » 488 Computer .
> (@] Event Viewer > -y Disk drives More Actions ’
b 2] Shared Folders » %2 Display adapters
> &% Local Users and Groups b % Human Interface Devices
5 (8) Performance > € IDE ATA/ATAPI controllers
! =4 Device Manager I r> -&¥ Jungo
4 torage p = Keyboards
=9 Disk Management b - Mice and other pointing devices
b Fiy Services and Applications » & Monitors
» -8 Network adapters
& 3 Other devices
-+ IP LOCK WRITER Design Gateway
: orts Update Driver Software...
> |3 Processors Disable
é> -#% Sound, video and game controllers Uninstall
» -8 System devices
l J >-§ Universal Serial Bus controllers Scan for hardware changes
<« n »
Launches the Update Driver Software Wizard for the selected device. Propertics

Figure 4-4 IPLock Writer device detected
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4. Select “Browse my computer for driver software” and then select “Let me pick from a list of

available drivers on my computer”. Click “Next” button to continue the next step.

« 0 Update Drivers - IP LOCK WRITER Design Gateway

B Update Drivers - IPLOCK WRITER Design Gateway Browse for drivers on your computer
How do you want to search for drivers? Search for drivers in this location:
DAProgram Files (x86)\DesignGateway\IPLockWriter\Driver and INF Browse...
. . Hindude subfolders
- Search automatically for updated driver software '

Windows will search your computer and the Internet for the latest driver software for
your device, unless you've disabled this feature in your device installation settings.

= Let me pick from a list of available drivers on my computer
This list will show available drivers compatible with the device, and all drivers in the same
category as the device.

5 Browse my computer for driver software
Locate and install driver software manually.

Figure 4-5 Browse the driver

5. Select “Show All Devices” and then click “Next” button. After that, click “Have Disk” button.

X
< 1 Update Drivers - IP LOCK WRITER Design Gateway « 1 Update Drivers - IP LOCK WRITER Design Gateway
Select your device's type from the list below. Select the device driver you want to install for this hardware.
Common hardware m ? Select the manufacturer and model of your hardware device and then click Next. If you have a
o All Devi a b disk that contains the driver you want to install, click Have Disk.
ow ices A
@ 61883 devices
8 ASUS Android Device
i Audio inputs and outputs
l‘ Audio Processing Objects (APOs)
i Audio/video control devices Model
P Batteries [EJ WinUSB Device
) Biometric devices
0 Bluetooth
@ Cameras
I!Computer c
90t Us6 Oeylods [ZJ This driver is digitally signed.
== Digital Media Devices v b
- Tell me why driver signing is important
) cancel Net  Cance

Figure 4-6 Select device’s type from the list
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6. Select INF file from \installation folder\DesignGateway\IPLockWriter\Driver and INF, and then

click open button. After that, “WinUSB device” model is displayed. Click “Next” button to

continue the next step.

& Locate File X 2
Update Drivers - IP LOCK WRITER Design Gatewa
Lookin: Driver and INF Q2 i°m B Upd 2 Y
(21 Recent Items | -
* [ Desktop Date modified Type Select the device driver you want to install for this hardware.
¥ Network 11/15/2018 145PM  File folder
Quick access ¢ Libraries 11/15/2018 1:45PM  File folder I.’ Select the manufacturer and model of your hardware device and then click Next. If you have a
@ This PC 9/19/2014 809 AM Setup Infc disk that contains the driver you want to install, click Have Disk.
- ‘ Downloads
I Desktop
Destop ~J 30 Objects
« |%:| Documents
™ Music

|_Moda
Libraries B ‘;f::?s 2 Winuss Device
& Pictures

This PC
DesignGateway
@ = 3 s v dighaly sgned
Network ! ° Tell me why driver signing is important

| ' M

Figure 4-7 Choose INF file

7. The warning dialog is displayed. Click “Yes” button to complete the installation. After finishing

the installation, “WinUSB Device” is detected as Custom USB Devices.
& Device Manager

File Action View Help

Update Driver Warning & o D ﬂ | = .‘. X
v 1.‘!_ NoteBook
| szﬂtgef‘;ﬁ:::::z is not recommended because Windows i Audio inputs and outputs
H ‘ patible Yvnh your hardware. If the driver is 3 Batteries
not compatible, your hardware will not work correctly and your
computer might become unstable or stop working completely. Do 9 Bluetooth
you want to continue installing this driver? > @ Cameras
| Computer
v i Custom USB Devices
¥ Display adapters
¥ Firmware
#8 Human Interface Devices
*= |DE ATA/ATAPI controllers

Figure 4-8 Device driver installation successful
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4.3. Running Software

-,

-
#9 1P Lock Writer @
KEY

User Input KEY : ||F'L‘w’ Write Key |<1>

(32-bit)
* 4-Chars " 8-Hexs

SERIAL

Serial No: |DUOUDUUODUUUDUU‘I Wite Serial | Cz"\
(16-Hexs) ]
v Auto Increment Read Serial l

Version

Figure 4-9 IP Lock Writer software

IP Lock writer software has three controls, i.e. Key, Serial, and Version.

1. The user input key is 32 bit value to be the user's ID for setting to the IP Lock device. This
value must be matched to the user’s ID setting in the HDL code. The user input key could be
applied to refer the lot number of the IP Lock device. The factory default value of the user’s ID
is 0x00000000. The user can set the user’s ID to IP Lock device only one time. Please confirm
the set value before clicking “Write Key” button.

2. Serial number is 64 bit value to be the index of IP Lock device in each lot. Serial number can
be set and read back by the software only. The Serial number is auto-written to IP Lock device
with the user’s ID when the user clicks “Write Key” button.

3. Version is applied to read the version of IP Lock writer firmware and IP Lock writer software.

More details to set Key control and Serial control are described as follows.
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43.1 KEY
~KEY (? -
User Input KEY : |IPLW 1) I Write Key
(32-bit) '
* 4.Chars " BHexs
4 Char mode
KEY 1 5 | 8 Hex mode
User Input KEY : |1234557a| Write Key
(32-bit)
" 4-Chars + 8Hexs

Figure 4-10 User Input Key

To input the user key, two input formats are supported, i.e. 4 characters and 8 hexadecimal digits.

If the input is valid, the software will convert the user input key to 32 bit value (1 character is converted

to 8 bit following the ASCII table and 1 hexadecimal digit is equal to 4 bit). When the user input is less

than 4 characters or 8 hex digits, the software will fill ‘0’ character (0x30 as hex value) for char format

or fill 0x00 for hex format.

4 Char mode

2P Lock Writer
KEY
Use Input KEY : [789

=]

Write Key |

(32-bit)
 4-Chars I " 8Hexs

: 5'1P Lock Writer

'o‘ Your user key'gJength is not full (4-Chars)
&' | Do you want to use key: 0789 7 |

"User key can be written one time only!!™

Yes | No

| E— m—

ok o

£91P Lock Writer
KEY

=l

I."'-"n‘ Your user key]s length is not full (8-Hexs)
& [Do you want to use Key : 012345677 |
User key can be written one time only!!™

User Input KEY : |1234557 Write Key |
(32-bit)
" 4-Chars / & SHexs
1P Lock Writer =2

E

T

Figure 4-11 Example when the number of input is too less

, Hi

The examples to extend the input to 32 bit when the number of input is too less are as follows.

(a) If the user inputs “789” as char input, the software will fill the input to be “0789”. So, the user’s

ID is equal to 0x30373839.

(b) If the user inputs “1234567” as hex input, the software will fill the input to be “01234567". So,

the user’s ID is equal to 0x01234567.
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After the user clicks “Write Key” button, the software sets the user’s ID and the Serial Number to IP
Lock device. The user’s ID could be set only one time for each IP Lock device. The user should check
User input key value and Serial Number value before starting “Write Key” operation.

It is recommended the user to check “Auto increment” box. In this mode, Serial Number is auto
increment after finishing setting Serial number to each IP Lock device. As a result, the user can set the

same user’s ID but the different Serial Number to each IP Lock device by clicking “Write Key” button.

4.3.2 SERIAL
Serial control box is designed to set Serial number to IP Lock device and read back. To set Serial

number, the user can run two modes.

SERIAL (b)) Auto increment

N,

Seial No: ~—(000000000000000! Wi Seial

(16-Hexs) | @ |
\—@ Auto Increment Read Serial |

1P Lock Witer ==

SERIAL q
Serial No: 0000000000000002 Q

[16-Hexs) -
[V Auto Increment Read Serial I

! \ Write Serial complete

Figure 4-12 Auto increment mode
First is Auto increment mode. In this mode, the software loads the start value from Serial No box to
set to IP Lock device. When the user clicks “Write Serial” button, the software sets the value from the
box to IP Lock device. “Write Serial complete” dialog is displayed after finishing the operation. After
that, the value in Serial No box is increment as shown in Figure 4-12. If the user clicks “Write Serial”

button again, the new value will be programmed to IP Lock device.

IP Lock User’'s Manual -20- PD0601-6-01-06E



[I” Lock

~ SERIAL
a
SerialNo:  [[1234567834BCDEF Q

[16-Hexs) :
™ Auto Increment Read Serial

IP Lock Writer * |-£3
1.-"_ | Your serial's length is not full (16-Hexs) q
‘&Y' Do you want to use serial 10123456789ABCDEF |

| Manual assignment ‘

>
IP Lock Writer o |

_ lA Write Serial complete

-~ SERIAL

Serial No : I 01234567834BCDEF
[16-Hexs)

[™ Auto Increment

Figure 4-13 Manual Assignment mode

Second is Manual assignment mode (“Auto Increment” box is not checked). The user can fill 64 bit

Serial number as hexadecimal digit. If the user inputs are less than 16 hex digits, the software will fill

0x00 in the upper bit. As shown in Figure 4-13, when the input is 0x123456789ABCDEF, the software

will update the input to 0x0123456789ABCDEF. Similar to Auto increment mode, “Write Serial

complete” dialog is displayed after finishing the operation. In this mode, the value in Serial No box

does not change after the operation completes.
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—SERIAL
Serial No: | Wite Serial l
(16-Hexs)
™ Auto Increment Read Serial
1P Lock W (23] ~SERIAL

™ Auto Increment

Serial No l]12345E?BQABED EF | Write Serial I
/I, Read Serial Complete (16-Hexs)

Figure 4-14 Read Serial number
To read Serial number, the user clicks “Read Serial” button. “Read Serial Complete” dialog is
displayed when finishing the operation. As a result, the read value from IP Lock device is shown on the

box. The factory default value of Serial number is OxFFFFFFFFFFFFFFFF.

4.3.3 VERSION

1P Lock Writer (=5

‘ IP Lock Writer Firmware Version 1.0
#L lﬁ IP Lock Writer Software Version 2.1

geeseressssssssessraresesessssssessscasy

Figure 4-15 Read Version

The user can click “Version” button to check the firmware version and the software version of IP

Lock Writer, as shown in Figure 4-15.
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