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About this document
Scope and purpose

This document describes the evaluation board for the Infineon OPTIGA™ TPM devices
OPTIGA™ SLB 9670 TPM1.2 and OPTIGA™ SLx 9670 TPM2.0

Note: OPTIGA™ TPM SLx 9670 TPM2.0 refers to OPTIGA™ TPM SLB 9670VQ2.0,
OPTIGA™ TPM SLI 9670AQ2.0, or OPTIGA™ TPM SLM 9670AQ2.0.

The Iridium - SPI TPM board can be used to evaluate the functionality of the OPTIGA™ TPM SLB 9670 TPM1.2
and OPTIGA™ TPM SLx 9670 TPM2.0 Trusted Platform Module (TPM) in a target system environment.

The Iridium - SPI TPM evaluation board is dedicated for use on a Raspberry Pi® Board. It contains a 26-pin
Raspberry Pi® 1 header, compatible with Raspberry Pi® 40-pin header.

The purpose of this document is also to help customers to use and integrate the OPTIGA™ TPM into their
system solutions.

Intended audience

This document has been written for system design and verification engineers, who use the OPTIGA™ TPM
SLB 9670 TPM1.2 or OPTIGA™ TPM SLx 9670 TPM2.0 evaluation board as a verification platform or reference
design.

Please read the Important Notice and Warnings at the end of this document Revision 1.1
www.infineon.com 2020-05-06
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Overview
1 Overview
1.1 Hardware

The Trusted Platform Module (TPM) OPTIGA™ TPM SLB 9670 TPM1.2 or OPTIGA™ TPM SLx 9670 TPM2.0 in
PG-VQFN-32-13 package is the main part of the Iridium - SPI TPM evaluation board with Board Rev. 1.0.

The pinnings of the OPTIGA™ SLB 9670 TPM1.2 and OPTIGA™ SLx 9670 TPM2.0 are compliant to the TCG [7], [8],
(9], [10], [11].

1.2 Features

e OPTIGA™ TPM SLB 9670 TPM1.2 or OPTIGA™ TPM SLx 9670 TPM2.0 Trusted Platform Module
e PG-VQFN-32-13 package

e Serial Peripheral Interface (SPI)

e 26-pin Raspberry Pi® 1 header, compatible with Raspberry Pi® 2 & 3 40-pin header

e 3.3Vorl.8Vpowersupply

e Reset button

e Reset input from evaluation board or from Raspberry Pi®

1.3 Scope and Purpose

The OPTIGA™ TPM SLB 9670 TPM1.2 and OPTIGA™ TPM SLx 9670 TPM2.0 use a SPI interface to communicate
with the host. The OPTIGA™ TPM SLB 9670 TPM1.2 and OPTIGA™ TPM SLx 9670 TPM2.0 product families with
SPl interface consists of 4 different products:

e OPTIGA™ TPM SLB 9670 TPM1.2 standard security applications

e OPTIGA™ TPM SLB 9670 TPM2.0 standard security applications

e OPTIGA™ TPM SLI 9670 TPM2.0 automotive security applications
e OPTIGA™ TPM SLM 9670 TPM2.0 industrial security applications

We refer with TPM to all of the above 4 members of the OPTIGA™ TPM1.2 and OPTIGA™ TPM2.0 product families
with SPI interface. Whereas the OPTIGA™ TPM SLB 9670 TPM1.2 is a fully TCG compliant TPM product with CC
(EAL4+) certification, the OPTIGA™ TPM SLx 9670 TPM2.0 products have additionally FIPS certification. The
OPTIGA™ TPM SLx 9670 TPM2.0 products standard, automotive and industrial differ with regards to supported
temperature range, lifetime, quality grades, test environment, qualification and reliability to fit the target
applications requirements. For more details and an overview of all Infineon OPTIGA™ TPM products refer to
Infineon’s website [1] and the according OPTIGA™ TPM Datasheets [2][3][4][5]. More information about the
OPTIGA™ TPM in general and how to integrate it into a platform can be found in the corresponding
specifications of the Trusted Computing Group (TCG) in reference [6].

Iridium - SPI TPM boards:

Supported TPM Order type Order number:
OPTIGA™ TPM SLB 9670 TPM1.2 IRIDIUM9670 TPM1.2 LINUX SP001596596
OPTIGA™ TPM SLB 9670 TPM2.0 IRIDIUM9670 TPM2.0 LINUX SP001596592
OPTIGA™ TPM SLI 9670 TPM2.0 IRIDIUM SLI1 9670 TPM2.0 SP004232000
OPTIGA™ TPM SLM 9670 TPM2.0 IRIDIUM SLM 9670 TPM2.0 SP004232004
Table 1 List of available Iridium -SPI TPM boards
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2 Schematics and Layout
2.1 Iridium - SP1 TPM Schematics
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Figure 1 Iridium - SPI TPM schematics.
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Schematics and Layout

2.2 Iridium - SPI TPM Board Layout

2.2.1 Placement of components
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Figure 2 Top view of Iridium - SPI TPM board

2.2.2 Layout of the component side

Figure 3 Layout on top view of Iridium - SPI TPM board
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2.2.3 Layout of the solder side
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Figure 4 Layout of solder side of Iridium - SPI TPM board
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Iridium - SPI TPM Board Details
3 Iridium - SPI TPM Board Details

3.1 Iridium - SP1 TPM Board Dimensions

e ~34x33 mm (including Raspberry Pi® connector)
e Thickness: ~12 mm
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Figure 5 Iridium - SPI TPM board (Board Rev. 1.0)
3.2 Iridium - SPI TPM Board - Pin Configuration
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Figure 6 Iridium - SPI TPM board - Pin Configuration
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Iridium - SPI TPM Board Connectors

4 Iridium - SPI TPM Board Connectors

Figure 7 Board connection Iridium - SPI TPM board on a Raspberry Pi® 3

4.1 Reset input from evaluation board

An optional Reset input source from the Raspberry Pi® board can be selected with the Reset Jumper RES.

RES Pins connected Reset can be initiated by the host
1-2 No
3-1 Yes
Table 2 Reset input configuration
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5 Board Ordering

Sales Code / Ordering Code:
Sales Code Ordering Code
IRIDIUM9670 TPM1.2 LINUX SP001596596
IRIDIUM9670 TPM2.0 LINUX SP001596592
IRIDIUM SLI 9670 TPM2.0 SP004232000
IRIDIUM SLM 9670 TPM2.0 SP004232004

Table 3 Iridium - SPI TPM board ordering information
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