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X-NUCLEO-SAFEA1

Data brief

Secure element expansion board based on STSAFE-A110
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X-NUCLEO-SAFEA1

STSAFE-A

Product summary

Secure element expansion
board based on STSAFE-
A110

Authentication and brand  STSAFE-
protection secure solution | A110

X-NUCLEO-
SAFEA1

Provides drivers,
middleware and several
code examples to

demonstrate the features >S<ACI::LIJEiE_

of the STSAFE-A110

device from a STM32 host

microcontroller

Secure boot and secure

firmware update software ACUBE-
SBSFU

expansion for STM32Cube
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Features

*  On-board STSAFE-A110 customized with a standard evaluation profile
. HE10 extension connector to mount additional STSAFE devices
e Arduino UNO R3 connector

*  Free drivers, middleware and software samples compatible with the STM32
ODE

* RoHS and WEEE compliant

Description

The X-NUCLEO-SAFEA1 expansion board is based on the STSAFE-A110 secure
element. It can be used with any STM32 Nucleo development board.

The on-board STSAFE-A110 is customized with a standard profile for evaluation and
is compatible with the Arduino UNO R3 connector.

The X-NUCLEO-SAFEA1 expansion board is used with free X-CUBE-SAFEA1 or X-
CUBE-SBSFU software packages containing sample code to demonstrate how to
implement security applications.
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For further information contact your local STMicroelectronics sales office.
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X-NUCLEO-SAFEA1

Schematic diagrams

1 Schematic diagrams

Figure 1. X-NUCLEO-SAFEA1 circuit schematic - STSAFE-A chips
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Schematic diagrams

Figure 2. X-NUCLEO-SAFEA1 circuit schematic - Arduino and morpho connectors

ESV 3V3 5V
CN5

CN7 . SCL . g

SDA N10 3

[ F 1 2 %< [ 9 c

g x—aa— £ gl 8 12— §

c <— 5 6 — 1 |2 c 7 3 4 — o

S 7 8 | > & N SPI_CLK 5 6 — &

o —— 9 10 3 3 o 5 T?— 78— 9

5 — 1 12 4 g 5 4 — a2 10— oaro
g ~—— 13 14 L—'5 3 g 3 oo [ 1M 22—
spiNss 15 16 [, —16 % 2 , 13 14

STLSS 47 18 TL— 7 8 1 15 16 ——
—— 19 20 = 8 17 18 ——<
— 21 22 GND CND 555 19 20 ——
—— 23 24 oNB 21 22 ——
—— 25 26 —— > 5 8 23 24 ——
—— 27 28 1 3 g7 25 26 ——
% 29 30 2 |S 2 6 §§:‘M§§ 27 28 ——
— 31 32 3 © § 5 gi) gg —
—— 33 34 4 3 o 4 —_—
—— 35 36 = 5 3 £ 3 PAT0 33 34 ——
—— 37 38 6 2 2 35 36 —
Header 19x2 ! 57 8 X

Header 19x2

DB4051 - Rev 2 page 3/6



&7 X-NUCLEO-SAFEA1
Y/

Schematic diagrams

Figure 3. X-NUCLEO-SAFEA1 circuit schematic - LEDs and jumpers
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Revision history

Table 1. Document revision history

one T eren | s

11-Oct-2019 1 Initial release.
Updated information to reflect upgraded STSAFE-A110 device
14-Jan-2020 2 Added X-CUBE-SAFEA1 software compatibility information

Minor text edits
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